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2. myePayWindow user interface
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4. My Settings 

5. 2 Step Authentication & 2 Factor Authentication
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CIS Login Page

Enter 

Username

Enter Password   If 

the user enters an 

incorrect password 

5 times the user 

will be locked out.  

Please contact 

your payroll 

department to 

reset or wait for an 

hour

Click ‘Forgot 

Password’ to 

re-set your 

password

Click ‘Forgot 

Username’ to 

re-set your 

username

Netcraft seal –

this is a third 

party that audits 

myePayWindow.  

Netcraft cannot 

assist with any 

myePayWindow

queries



myePayWindow user interface
Top-bar (can be coloured 

to match your company 

branding)

Logo and Quick Access 

Button Ribbon

Quick Access Buttons

(can be custom-linked by 

user to left menu options)

Click-able

Navigation

‘Breadcrumb’

Alert icon badges –

Showing the number of 

new items received

Your Company 

Name & Logo

Your name

View / change

Your account via 

My Settings

including setting 

2SA/2FA on your 

account

Main content 

area

Logout (site will 

automatically log you out 

after 5 minutes of inactivity)

Show / Hide 

/ Left Menu 

Left Menu

Click items to 

change main 

content 

window

Contact your 

employer via 

email if enabled 

by your 

employer

Broadcast Message If you 

have a message from your 

employer it will show here



Dashboard ‘Widgets’

will be developed in later Portal versions and 

you will be able to choose your favourites for 

display on your ‘Dashboard’ page

All Left hand menus 

actions are the same as 

the employee dashboard

CIS Dashboard – Home Page

Broadcast Message If you 

have a message from your 

employer it will show here



My Settings – My Key Info tab

Your user information as 

held by your Payroll 

Department & last login 

to Portal

Email address 

account reset emails 

will be sent to



My Settings – My Account tab
Change password – On clicking this you will be logged out immediately and an email 

will be sent to your registered portal email address (the address held by your Payroll 

department and to which your Portal invitation was sent). The email will contain a link to 

reset your password. You will be required to verify your identity so have a previous 

payslip to hand. 

Note: To change your registered Portal email address please 

contact your Payroll department. This address cannot be 

changed via the Portal at the moment.

Change username – On clicking this you will be asked to confirm your 

registered portal email address (the address held by your Payroll department 

and to which your Portal invitation was sent) You will then be logged out and an 

email will be sent to this registered portal email address The email will contain a 

link to reset your username. You will be required to verify your identity so have a 

previous payslip to hand. 

2SA/2FA provides additional security for you when 

logging into myePayWindow. If this is not already 

enforced for compliance with company policies. You 

can enable or remove this here. 

2SA will require you to create a memorable word 

between 6 & 12 characters in length.

2FA will require a smartphone “authenticator app”. Each 

time you log in you will be required to enter a code from 

the app.



My Settings – My Account tab – Enable 2 Step Authentication
Click on Confirm to confirm that you would 

like 2SA Enabled.

After confirming your username and 

password you will be prompted to create a 

memorable word between 6 and 12 

characters in length. Note: You can only use 

letters and digits (special characters will not 

be allowed). Click submit to save your 

memorable word.

The next time you login, after entering your 

username and password you will be additionally 

prompted to enter two random characters from 

your memorable word.

Note: You will get 3 attempts, which if 

unsuccessful will result in your account being 

locked for 1 hour

If you forget your memorable 

word you can request a reset link 

to be sent to your portal email 

address here.



My Settings – My Account tab – Enable 2 Step Authentication

When 2SA is enabled this button 

will show. Click here to 

change/reset your memorable 

word. 

Note You can also reset your 

memorable word at logon via the 

memorable word entry screen.

You can remove 2SA by clicking here.

You will be taken to the login screen and 

asked to enter your Username, Password 

and 2 characters from your memorable 

word to confirm the remove 2SA action.

Note: If 2 Step Authentication has been 

enforced via your Employer as a 

company mandatory policy you will be 

unable to alter the 2SA Settings and this 

button will be inactive

.



My Settings –My Account tab – Enabling 2 Factor Authentication

First time Authentication

When 2FA is enabled  you will return to the login 

page and asked to enter your username and 

password.  Ensure you have your “authenticator 

app” installed on your smartphone.  

If you are using your smartphone for first time 

authentication, either copy and paste the long code 

or hold your finger down on the QR code.  You will 

be asked if you wish to open  in “Authenticator”.  

Your chosen authenticator app will open, and you 

will be asked to add the token.  

The app will provide you with a code which you will 

need to enter to access your account.

Subsequent logins

Once you have entered your username and password 

you will be asked to enter the code from your 

“authenticator app”

If you are unable to access the code or your 

smartphone  you can click on Forgot Authenticator?.

You will be asked to enter your username and will be 

sent an email link to reset your account.



My Settings – My Account tab – Enable 2 Factor Authentication

When 2FA is enabled this button will show. 

Click here to change 2FA Note You can 

also reset 2FA at login by clicking on

Forgot Authenticator?

You can remove 2FA by clicking here.

You will be taken to the login screen and 

asked to enter your Username, Password 

and code from your “authenticator app” to 

confirm the remove 2FA action.

Note: If 2 Factor Authentication has been 

enforced via your Employer as a 

company mandatory policy you will be 

unable to alter the 2FA Settings and this 

button will be inactive



My Settings – My Settings tab

Use these options to change / assign one of the 

‘left-menu’ items to a ‘Quick Access Button’. This 

can be useful for convenience when accessing the 

Portal on a mobile device.

(Quick access button 3 will be closest to your thumb 

on a smartphone!)

Note: More options will appear on this tab in 

later releases to personalise your Dashboard-

home page

Click to save and 

immediately apply your 

preferences to the Quick 

Access Buttons

By default email notifications will be 

set. Untick the box and Click ‘Save 

My settings to’ switch off daily 

reminders by email for ‘new-unread’ 

notifications



My Settings – Privacy & terms tab
Scroll window to end of document to see ‘Consent’ 

withdrawal button Note: if you withdraw consent 

you will logged out immediately and your account 

will be disabled and your employer notified

Click to expand / collapse 

details

Click to download 

a copy



Notifications

Click ‘+ / - ’ or anywhere on 

notification to expand / collapse view 

to see ‘item actions’

Actions on Selected: If you select 

more than one notification you 

can apply an action, e.g. Archive 

to all

Choose ‘Current’ or 

‘Archive’

Notifications view
Search for notifications

Click to sort grid view in 

ascending/descending order

Select All

Notification actions (will 

vary by notification ‘type’)
Alert badges showing 

Number of new 

Notifications received

Notification actions: 

Mark As read / Unread 

– will un-bold / bold the 

notification and 

decrement / increment 

the Alert badge

Archive / Un Archive –

will move notification 

from ‘current’ view to 

‘archive’ view & vice 

versa

CIS Statement– will 

take you directly to the 

Statement

Download – will 

download the document

Note: The notification 

actions available will 

vary by notification



Documents

Click ‘+ / - ’ or anywhere 

on document to expand / 

collapse view to see 

‘item actions’

Actions on Selected: If you 

select more than one 

document you can apply an 

action, e.g. Delete to all

Choose ‘Current’ or 

‘deleted’

Documents view

Search for documents

Click to sort grid view in 

ascending/descending order

Select All

Document actions

Alert badges showing Number of new 

Documents received

List of Documents 

as sent to you

by your Payroll 

Department

Status will show as ‘Downloaded’ 

once you have downloaded!

Notes: Documents will only be retained for a limited time period so it is recommended 

you download documents locally for your records. When you delete a document it is 

permanently deleted. The ‘deleted view is a ‘reminder’ view of your deleted 

documents. If you accidentally delete a document ask your Payroll department to 

upload it again.



Search for Statements

Statements 

available 

for you

to view

Pay date, Tax Year/Period and Total 

Payable (click column heading to sort 

ascending / descending)

Click ‘+ / - ’ or anywhere on Statement 

entry to expand / collapse to view or 

download

View or download individual 

Statements

Actions on Selected: If 

you select more than one 

Statement you can 

download all Statements 

in one go.

CIS Statements

Accounts are accessible for 15 months after your leave date, you will 

be notified prior to account closure.  We recommend changing your 

email address to a private email address and downloading copies of 

your Statements before the account is closed.



Click on ‘Breadcrumb’ to go back to CIS Statement listing (or Home etc.)

Note: This is an example only and 

your actual CIS view and the detail 

shown will vary according to the 

settings chosen by your Payroll 

department.  Your Employer can  

enable page 2 of the CIS 

Statement  to show a Pay 

Component breakdown

CIS Statements – Online CIS Statement view



Bookmark the Portal!

https://www.myePayWindow.com

https://www.myepaywindow.com/

